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Architecture: x86/32
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The stack
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Functions
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Assembly crash course
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Doing a function call



7

Doing a function call



8

Doing a function call



9

Doing a function call



10

Doing a function call



11

Doing a function call



12

Doing a function call



13

Doing a function call



14

Doing a function call



15

Doing a function call



16

Doing a function call



17
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Doing a function call
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Now let’s add a buffer
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Calling a libC function
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Calling a libC function
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Buffer overflow
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Buffer overflow
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That’s bad, isn’t it?
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Attack the stack!
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Shell code
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Shell code problems
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Where to jump?
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String buffer address
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String buffer address
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String buffer address
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String buffer address
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String buffer address
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Encoding the string
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Replacing opcodes
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Yes, working shell code!
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How to defend?

⇒ next lecture
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Restricting shell code
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StackGuard
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StackGuard
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StackGuard

Faster now ⇒ on by default
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Stack ordering matters
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Example stack layout
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Example stack layout
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Fundamental problems
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A perfect W^X world
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Circumventing W^X

What could possibly go wrong then?
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Integer underflow
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foo(”hello”, 0);
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foo(”1234567890”, 8);
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foo(”1234567890”, 65532);
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Circumventing W^X
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Chaining returns
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Return anywhere
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Return anywhere
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Many different RETs
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Return-oriented programming
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ROP: Load constant into register
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ROP: Add 23 to EAX
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Return-oriented programming
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Preventing ROP
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Address space layout randomization
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Address space layout randomization

Much harder to guess on modern 64-bit systems
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Preventing RET gadgets
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Things I didn’t mention
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Conclusion

Wait for lecture in
3 weeks 😈 🤯
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Further Reading
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