
CARSTEN WEINHOLD, BJÖRN DÖBEL

Faculty of Computer Science  Institute of Systems Architecture, Operating Systems Group

SOFTWARE SANDBOXES



2

Outline



3
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Physical Separation
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Virtual Machines
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Isolation with VMs
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Chroot Example
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Chroot Example
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Chroot is not Isolation
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Breaking out of chroot



15

Breaking out of chroot



16
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Breaking out of chroot
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BSD Jails
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Jails Implementation
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Access Control Theory
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SELinux
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SELinux Policies



24

SELinux Architecture
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LSM: Linux Security Modules
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LSM Callback Hooks
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Containers
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Containers
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Linux VServer
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VServer: Resource Isolation
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VServer: Token-Bucket Scheduler



32

VServer: I/O
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Linux namespaces

• All modern container implementations based on 
Linux namespaces

• Virtualizes these resources:
• Mount (mnt), process (pid), network (net)
• Inter-process communication (ipc)
• Host and domain names (UTS)
• User IDs (user), Control group (cgroup), time

• Basis of Docker, LXC, Rkt, Singularity, …
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Application-level Isolation
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Web Browser, ca. 2008
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Monolithic Browsers
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Chromium: Isolating Web Programs
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Chromium: Isolating Web Programs
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Web Processes
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Chromium & Co.
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Problems with Plugins
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Native Client (NaCL)
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NaCL: App Model
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NaCL Modules
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NaCL Data Flow Integrity



50

NaCL Summary

Update: Works with 
Javascript now, too!
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Reading List


