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Tag (20) Set Index (6) Offset (6)
(Alice) 0 56
(Bob) 1 56
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Results of prime-probe observations for 20 distinct processed text words (rows). Darker fields indicate
more evicted ways within an 8-way associativity set. Vertical lines identify cache addresses evicted in
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Example: string length

Example (Source, simplified)

// s t r on heap
i n t s t r l e n ( char ∗ s t r ) {

i n t l e n = 0 ; // Stack
whi le (∗ ( s t r ++) != ’ \0 ’ )

l e n ++;
re tu rn l e n ;

}

Heap not present

Stack not present

Phys-Addr other Flags P

!

Heap . . . . . . 0

!

Stack . . . . . . 0

Attackers Knowledge

Length = 0
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; r c x = k e r n e l a dd r e s s
; rbx = probe a r r a y
r e t r y :
MOV AL , byte [RCX]
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JZ r e t r y

MOV RBX, qword [RBX + RAX]
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Example (Square-And-Multiply)

i n t exp ( i n t base , i n t e ) {
i n t r e s = 1 ;
wh i l e ( e != 0) {

r e s ∗= r e s ; // squa r e
i f ( e & 1) r e s ∗= base ; // mu l t i p l y
e >>= 1 ;

}
r e t u r n r e s ;

}

Source: https://commons.wikimedia.org/wiki/File:Power_attack.png
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Performance

Seconds
w/o power

Error % at
operating temp.

Error %
at -50 ◦C

A 60 41 (no errors)
300 50 0.000095

B 360 50 (no errors)
600 50 0.000036

C 120 41 0.00105
360 42 0.00144

D 40 50 0.025
80 50 0.18
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Defense mechanisms

Approach

Make all behavior that is observable independent of the input data

Caveat

Complete independence is not always achievable
(Algorithmic requirements, some channels hard to control)

Alternative

Remove ability to observe the given aspect
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Timing channels

Blinding

Modify data computed on in such a way that operation always takes equal time

Requires inverse unblinding that can be performed after the operation

Noise injection

Branch elimination/equalisation

Removes changes in runtime due to different operations depending on data
Example: Move different data processed in different branch targets to same cacheline

Prevent statistical analysis

Avoid running the same algorithm on attacker observable data multiple times.
Challenge-response is prone to this!
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Page-Fault Channel / Fault channels

Detection

Given a reliable time-source constant page-faults can be detected as unusually
long program runtime

SGX v2 can notify the protected program of page-faults. It may chose not to
compute on secret data if such page-faults come unexpected

Prevention

Don’t use paging. Require all memory to be mapped

Avoid dynamic allocation of shared resources
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Meltdown / Spectre

Meltdown

KPTI - Kernel Page Table Isolation

HW: Don’t speculate across protection boundarys

Spectre

Speculation fences
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Power / Acoustic / EM

Power Channel

Use internal power source or high-capacitance in power path for sensitive
instructions (low pass effect)

Use same-complexity instructions for input-dependent code (mul instead of shift)

Acoustic

Counter-noise to mask real typing

Avoid typing sensitive information (on-screen keyboard)

Electro Magnetic Radiatiom

Use EM shielding on chips

Use EM shielding for case
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Data remanence

Zero memory

Like really zero it! (memset s for C11, SecureZeroMemory for Windows)

Remember copies of the data! (Stack? Heap?)

Not all copies are immediately obvious! Compilers may create additional ones

And of course you remembered the XMM registers, right?

Cold Boot

Combined with the above very hard! Use shut down and not hybernate / suspend.
After a few seconds you should be fine.

Idea: Write secret data to physical 0x7c00 - 0x7dFF! MBR is loaded there :)
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Summary

Sidechannels

... are unintended information sources for extracting secret data

Attacks

There are a plethora of side-channels in every normal system! We only touched on a
few methods! Your imagination is the limit.

Defense

... is very hard. The best way is to design algorithms from the ground up with
side-channels in mind!
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