Ausgewahlte Betriebssysteme

Anatomy of a system call




User view

e #I nclude <stdio. h>

| nt
mai n( voi d)
{
printf(“Hello World!'\n");

return O;

}




maln(})

__libc_read)

push ai‘éﬁm ents
_libe_read()

I_I:

pop arguments

5

load args 10 regs
EAX =__ MNR_read
int QxB0

|_I—

check errar
return

:I—I

archf/i3BG kernelfentry.S
system_call)

fe'read write.c
sys_read()

f

ilesystem ar network ar

dewvice code

SEAVE_ALL
check imit of EAX

syscall_tab[EAX]Y

handle signals
possibly schedule
RESTORE_ALL
iret

—

User space

[—>

file = fgetifd)
check file aps
check file lbcks
(file-=f_op-=read)()

fputtfile)
refurn

|

AN N7

check destination
retrieve data
copy data
return

:,—I

Kernel space




Syscall (1)

User:wite(fd, buffer, sizeof(buffer)):




Syscall (2)

User:wite(fd, buffer, size);:

.




Syscall (3)

User:wite(fd, buffer, size);:

- .




Syscall (4)

User:wite(fd, buffer, size): write:

e

?




Syscall (5)
User:wite(fd, buffer, size); WrIte:

e

?

Kernel: sys wite(fd, buffer, size); (linux/fsread write.c)




Syscall (6)
User:wite(fd, buffer, size): Write:

?

Kerndl: sys write(fd, buffer, size);




User: write

-

Syscall (7)

movl <size>, %edx
movl <buffer>, %ecx
movl <fd>, %ebx
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User: write

-

Syscall (8)

Syscall nr

nov |l
novl
nov|
nov |l

<size>, Ygdx

<pbuf fer>, % cx
<fd>, %ebx

$ NR wite, %ax

User

Kerngl
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User: write

-

Syscall (9)

syscall nr

novl
nov |
novl
nov|
| Nt

<si ze>, Yedx

<puf f er >,
<fd>, %ebx
$ NR wit
$0x80

%ecCX

e, %eax

User

Kernel




User: write

&

Syscall (10)

syscall nr

%ecx

novl <size>, %edx

nmovl <buf fer >,

nmovl <fd>, %bx

nmovli $ NR wite, % ax
i nt $0x80

User

Kerndl

>
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Syscall (11)

Kerndl

pushl %eax
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Syscall (12)

pushl
pushl
pushl
pushl
pushl
pushl
pushl

Yeax
Y%ebp
Yedi

Yesi

Yedx
Y®CX
%ebx

Kernel
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Syscall (13)

pushl
pushl
pushl
pushl
pushl
pushl
pushl

Yeax
Y%ebp
%edi

oesi

Yedx
oY®ecXx
%ebx

Kernel

16




Syscall (14)

pushl
pushl
pushl
pushl
pushl
pushl
pushl
cal |

Kernel

Yeax
%ebp
Yedi
Yesi
Yedx
%ecx
%ebx
*sys _cal |l _tabl e(, eax, 4)
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Syscall (15)

pushl
pushl
pushl
pushl
pushl
pushl
pushl
cal |
nov|
popl
popl
popl
popl
popl
popl
popl

Kerndl

Yeax
%ebp
Yedi
Yesi
Yedx
Y®ecX
%ebx
*sys call tabl e(, eax, 4)
Yeax, EAX(%esp)
%ebx
Y®ecX
Y%edx
Yesi
Yedi
Y%ebp
Yeax

Wil
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pushl
pushl
pushl
pushl
pushl
pushl
pushl
cal |
nov|
popl
popl
popl
popl
popl
popl
popl
| ret

Syscall (16)

Kernel

Yeax
%ebp
Yedi
Yesi
Yedx
Y®ecX
%ebx
*sys cal |l _tabl e(, eax, 4)
Yeax, EAX(%esp)
%ebx
Y®ecX
Yedx
%eSi
Yedi
Y%ebp
Yeax
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Syscall (17)

User: write
novi $ NR wite, % ax
ep it $0x80
[ * check for error code in eax,
set errno accordingly */
j’ r et
scall nr
S User
>
Kerngl
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What I1s missing

* check for valid sycall number (Iabel badsys)

e system call tracing (Iabél t racesys)

— Send signal to tracing process before and after system
call execution

* pottom half handling (label handl e_bot t om hal f)

* scheduling (label reschedul e)
e signal delivery (label si gnal _return)
* copy In/out (access to user space)

-
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Copy In/out

* Kernel needs access to user space

- Copy datainto the kernel (e.g. wri t e copies data
from user space into kernel buffers

- copy datato user space (e.g. r ead copies datafrom
kernel buffersto user space)

write ¢

read




Copy In/out (2)

* Problem:

- kerndl can't trust the user

e buffer argument of 'wri t e' could point to aninvalid
memory area (leading to a kernel crash) or into kernel space
allowing the user to access privileged information

— kernel hasto check parameters

e for pointersinto the kernel (a simple compare)
* To ensure the provided buffer isvalid
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Buffer validation

* validate buffer before accessing it

- simply walk vmalist of current process
- 99,9999...% of all buffer addresses are valid
— Unnecessary overhead
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Buffer validation (2)

* validate buffer range before accessing it

— Check If boundaries are in user space
— Do NOT check if region is backed

e accessthe buffer and handle invalid accesses

— kernel contains exception table (pair of exception
Instruction address and fixup address)

— exception handler checks exception table and jumps
to fixup address if kernel raises an (unhandled)
exception
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Copy In/out code

__get _user _1:

nmovl %esp, Yedx

andl $0xffffe000, ¥edx

cnpl addr _Iimt(%dx), %eax
j ae bad_get user

1: movzbl (%eax), Yedx
xorl %eax, Yeax

r et

.section __ex table,"a"
.l ong 1b, bad_get user

. previ ous

bad get user:

xorl %edx, %edx

novl $- 14, %eax

r et

# get tcb of current process
# check for pointer into kernel space
# bad pointer
# access buffer, we get a pagefault
# if sonething is wong

# exception table entry

# we Wll return here after an invalid
# access
# set eax to EFAULT

# return
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