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Interrupt handling
Kernel activities




Agenda

* Interrupts

* EXxceptions
- Syscalls

* Deferred execution contexts
- Soft IRQ
- Tasklets

— Bottom halfs

- Task queues




Transfer of control

* Kernel needs to be able to regain control under defined
conditions

* EXception

- Error induced
* Divide by zero, invalid opcode
- Page fault

- Syscall
* Interrupt

— External devices

— Timer for scheduling




Interrupts

* Hardware Interrupt

— Limited number

* Old style PIC (programmable interrupt contr.): 15
* SMP capable APIC (Advanced PIC): 24 +
* Sharing may alleviate the problem
— Asynchronous notification
* Not associated with current activity
* No access to process specific data that are arbitrary




Interrupts (2)

peter @rsen$ cat /proc/interrupts

CPUO
0: 113940238 XT-PIC tiner
1: 420372 XT-PIC keyboard
2: 0 XT-PI C cascade
8: 4 XT-PIC rtc
11: 16556165 XT-PI C usb-uhci, usb-uhci,
et hO, Intel 82801CA-1 CH3
12: 11099606 XT-PIC PS/2 Muse
14: 1389405 XT-PIC 1de0O
15: 3 XT-PIC idel
NM : 0
LOC: 0
ERR: 0
M S: 0

usb- uhci ,




Exception

* CPU signals abnormal programm execution

— Current activity is responsible

* Deterministic with respect to control flow in user code

* Transformation into user visible signal for certain events

- e.g. Sl GSEGv when accessing not allocated memory
* Defined by processor architecture

- Max. 32 on 1A32
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Exception (2)

Exception

Divide error

Debug

NMI

Breakpoint
Overflow

Bounds check
Invalid opcode
Device not available
Double Fault
Coprocessor segment overrun
Invalid TSS
Segment not present
Stack exception
General protection
Page fault
Reserved

Floating point error
Alignment check
Machine check
SIMD floating point

Exception handler

di vide_error ()

Debug()

Nm ()

I nt3()

Overflow)

Bounds()

i nval id_op()

devi ce_not _avai l abl e()
doubl e faul t ()

coprocessor _segnent _overrun()

invalid tss()
Segnent _not _present ()
set ack_segnent ()
general _protection()
page fault()

None

coprocessor _error ()
al i gnment _check()
machi ne_check()

simd_coprocessor_error()

Signal
SIGFPE
SIGTRAP
None
SIGTRAP
SIGSEGV
SIGSEGV
SIGILL
SIGSEGV
SIGSEGV
SIGFPE
SIGSEGV
SIGBUS
SIGBUS
SIGSEGV
SIGSEGV
None
SIGFPE
SIGBUS
None
SIGFPE




Interrupt descriptor table

* Entry points for interrupts and exceptions

- Max. 256 entries

— First 32 fixed for exceptions

- Interrupt vectors programmable with external controller
* Data structure

— Global variable struct desc_struct idt_tabl e[ 256]

- Access functions: set _intr_gate, set _systemgate, set trap_gate
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IDT (2)

IDTR Register

16 15

IDT Base Address

IDT Limit

Interrupt

Descriptor Table (IDT)

—h—@k

Gate for
Interrupt #n

(n—1)+8

S

Gate for
Interrupt #3 16
Gate for
Interrupt #2 8
Gate for
o Interrupt #1 0
31 0




IDT (3

Task Gate

31 16 15 14 13 12 8 7
D
Pl P |OO10 1
L
31 16 15
TSS Segment Selector
Interrupt Gate
31 16 15 14 13 12 8 7
D
Offset 31..16 Pl P oD110(0 0
L
31 16 15
Segment Selector Offset 15..0
Trap Gate
31 16 15 14 13 12 8 7
D
Offset 31..16 Pl P |OD1T1 1|0 0
L
31 16 15
Segment Selector Offset 15..0
DPL Descriptor Privilege Level
Offset Offset to procedure entry point
i Segment Present flag
Selector Segment Selector for destination code segment
D Size of gate: 1 = 32 bits; 0 = 16 bits

10




IDT (4)

Destination

IDT Code Segment
Interrupt
Offset Procedure

Interrupt - Interrupt or _1"'®_,=
Vector Trap Gate

EFaper-

Segment Selector
GDT or LDT
Base
Address

= Segment

Descriptor
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Intemupt

o

The whole picture

Code, Data or
g Stack Segment
Global Descriptor  re—— | AT |
Table (GDT) Data | 'ask
—_— Stack
.. Task-State
I Segrns-ni Sel. I- -——"—--——'_Sﬂﬂ_m_ SE@NG‘H[[TSS)
LTSS Seg. Sal. [*teseeeeeeemafp| TSSDosC. -
Code | .
..u-—-ﬁ &t IEE -4 e p— |l|t-.'l'TlJl 'I
()Tjg%nl Stack Handler
-~ TS5 Desc
[ ——— e
Interrupt Descriptor ! -]
Table (IDT) | LTD Desc.
| !  —
Vector i—W_Tnierrupt Gate_4------ ' > Task
Task Gale Local Descriptor Task-State
Table (LDT) Segment (TSS)
Trap Gate 5
“--pp{ Seq Desc. - Code
Curran| s=—eee Stack Excaption
| p--—Pp| _Call Gale TSS Handler
Call-Gale
Segment Saelador a
CUrrant swe=s= Codo Protacted
7SS Stack | Procedure
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Interrupt handler

* For basic actions

— Save the current state
— Acknowledge interrupt at the controller

— EXxecute interrupt service routines

* Possibly schedule work for delayed execution
— Return to previous execution context

* Run delayed work before returning to non-interrupt context

13




Interrupt Handler (2)

SOFTWARE
[tatmapt Mamdier
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IRQ entry

e HW
— Continue execution in well defined environment

* Switch to kernel mode
* ei pand cs from IDT
* esp from TSS

e SW (Linux)
- Low level assembly code generated with Bul LD | RQ macro

- Finally call C-Function do_I RQ

* Code for several irq controller (acknowledge irqg etc.)
* Invoke registered irg handlers from drivers
* schedule deferred activities (do_softirq)
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IRQ descriptor

* Linux abstraction for IRQ

— IDT Is architecture specific

- irg_desc_t contains data for general abstraction
e Support for IRQ sharing

- One irg can support several interrupt handler

16




IRQ descriptor (2)

[* include/linux/irg.h */

t ypedef struct {
unsi gned i nt status; /[* I RQ status */
hw irq controller *handl er;
struct irqgaction *action; /[/* IRQ action list */

unsi gned i nt dept h; /* nested irqg disables */
spi nl ock_t | ock;
} _ cacheline_aligned irq_desc t;

extern irg _desc t irq _desc [NR |IRQS];

17
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IRQ descriptor (3)

irg desc[MNR_IROS]

status

hanalar

struct hw _interrupt type

— shutdown]

enablel)

disgblal]

acki)

z2chon

depth

ock

struct roaction

i handler{]

ilags

mask

name

dev id

next

Registered interrupm
handler function

struct iragaction

handler)

flags

[nEsk

name

gev g

next

Mare than one rgaction ondy if SA_SHIRO

i 2003 Yongguang Zhang
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IRQ handler

* Driver can register irg handler

I nt request _irqg(unsigned int irq,
void (*handler)(int, void *, struct pt _regs *),
unsi gned |l ong irgfl ags,
const char * devnane,
voi d *dev_id)

* and unregister

void free_irg(unsigned int irqg, void *dev_id)

19




IRQ flags

SA | NTERRUPT

— Handler is not itself interruptible

- If not given, interrupts are enabled before executing handler
SA SHI RQ

- Interrupt line might be shared
SA SAMPLE_RANDOM

— Suitable as entropy source for random number generation
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IRQ nesting

* [nterrupts can be nested unless SA | NTERRUPT prohibits this

* EXxceptions cannot be nested

- Kernel should never trigger exceptions

* Page faults are sometimes legitimate
- Exceptions (with syscalls as special case) can be interrupted
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IRQ nesting (2)

syscall return from syscall
l k
User Mode — | —
Process context
Kernel Mode —_—e,——_— —_—  —_—  —_—  —_— _— —_— —_—  —_] —_- —_= -
soft irq
Interrupt context | e e e fe o o m— -
A
hard irg
interrupt return from interrupt
interrupt

return fram interrupt

22




Interrupt context
* Execution environment of interrupt handler
— Stack of arbitrary process
* Restrictions
— Cannot sleep, could block the underlying activity
— Cannot access user space, arbitrary address space mapped in
— Memory allocation only with GFP_ATOM C
* Interrupt handlers should finish promptly

— Device activities often consist of fast device access and not time
critical data processing (network stack)
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Return from interrupt/exception

* Things to consider

- Reschedule
— Signals
e Kernel control path

— No function since control is not returned to caller

— Four similar cases

* ret_from_syscall

* ret_from_exception
* ret_from_syscall

* ret_from_fork

24




Return flow

Q ret_from_fork: _)

( ret_from_ _exception: D

<—C ret_from_intr: )
Y C ret_from_swyscall: D

HNested hﬂo -
e

control path?

scheduls_taill) |

syscall
tracing?

Y

tracesys_exit:
=yscall_trace()

/" A

Virtual Nested ¥es

wBEE mode? rESEhadilen =_l schedulel )
pending s
signV
no
yas

Virtual
wEE6 mode?

Y

vB6_signal_state:
save_wRBa_statel )

do_signal( )

|
|

restore_all:
restore hardware context
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Deferred invocation

* Non-time critical longer lasting activities are marked for
execution and executed later

* Fast Interrupt handler

— Services the device
- Acknowledges IRQ
- Markes appropriate activity for later execution

* Evolving concepts

- Bottom halves, task queues, tasklets, soft irg, work
gueues

— Differ on supported parallelism and need for
synchronisation

26




Supported parallelism

Same activity Different activity

HW IRQ - +
Soft IRQ + +
Tasklet - +
Bottom Half -

Parallel execution on multiple processors

27




Interruptibility

HW-IRQ Soft-IRQ Tasklet Bottom Half
HW-IRQ +/- - - -
Soft-IRQ
Tasklet
Bottom Half
Syscall
User mode

+ + + + +

* HW IRQ can specify if nesting is possible

* Sequential execution eases synchronisation requirements

28




Soft IRQ

e Software handled IRQ

- Mechanism to executed functionality upon request

* Triggered by other software (most likely interrupt handler)
- Some soft IRQs used to run tasklets

— Since triggered in SW does not kick in automatically

* Six kinds of distinguishable softirgs (2.5.69)

enum

{

H _SOFTI RQ=0,
TI MER_SOFTI RQ,
NET_TX_SOFTI RQ
NET_RX_SOFTI RQ,
SCSI_SOFTI RQ,
TASKLET SOFTI RQ

29




Soft IRQ (2)

* do_softirq() (kernel/softirg.c)
- Upon return from do_| RQ()

* Interrupt handlers might have raised soft IRQs
* No association with current process context

- ksoftirgd kernel thread

* Defined process context, particularly no user process context
* One thread per CPU

— Scales with number of cpus

¢ whi |l e(softirqg_pendi ng(cpu)){
do softirq();
I f (current->need _resched)
schedul e() ;

30




do softirqg

Return if in nested IRQ or softirqg already executed on that
processor

- Checksin_interrupt()

* Incremented from both hard and soft irq
— A better suited time will come timely

Run all pending soft irq

If new soft irq were raised while current activation was
executed, wake up ksof tirqd
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do_softirqg (2)

Lser moge
— l_...
Haturn
armnel maodoe Schedaule tasklet systom .
call ksoftiroo
LR
i —
— Heturn
Hfrom
~.  Interrupt
\""‘—'——.—_,_.-:-"""’
Exception l
{system call} Interrupt Interrupt

i 2003 Yengguang Zhang
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Tasklet

* Guaranteed to run exactly once.

— Multiple activations are fused.

— Can schedule itself while running for another execution.

* The execution of a particular tasklet does not nest.

* Different tasklet can run in parallel on different processors.
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Tasklet (2)

* Function with supplied argument
* Defined ininclude/linux/interrupt.h

struct tasklet struct

{
struct tasklet struct *next;
unsi gned | ong st at e;
atom c_t count;
void (*func)(unsigned |ong);
unsi gned | ong dat a;

¥
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Tasklet (3)

tasklet vec[NR CPUS]

. [

tasklet_hi vec[NR CPUS]

LI =

next ———— nexi E— next
state siaie stale
count count count
funcli funcl) funcil
dala GEIE] daid
Deferred finciion
next e next
sfafe stato
cout counk
funcl) Tunci)
gais BEIE

i 2003 Yongguang Zhang
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Tasklet (4)

Define a function with one argument
- void tasklet func(unsigned | ong data)

DECLARE _TASKLET( nane, functi on, data)

#defi ne DECLARE TASKLET(nane, func, data) \
struct tasklet _struct nanme = { NULL, 0, ATOMC IN T(0), func, data }

static inline void tasklet schedul e(struct tasklet_ struct *t)
- Add tasklet to the corresponding tasklet list and raise softirq

static inline void tasklet enable(struct tasklet struct *t)
static inline void tasklet disable(struct tasklet struct *t)

— disable/enable tasklet, irrespective pending activation
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{

Mechanics

inline void cpu_raise_softirq(unsigned int cpu, unsigned int nr)

__Cpu_raise_softirg(cpu, nr);

/*

* If we're in an interrupt or bh, we're done

* (this also catches bh-disabled code). We will

* actually run the softirq once we return from

* the irq or bh.

%

* Otherwise we wake up ksoftirqd to make sure we

* schedule the softirq soon.

*/

if (!(local irq_count(cpu) | local bh_count(cpu)))
wakeup_softirqd(cpu);

#define _ cpu_raise_softirq(cpu, nr) do { softirg_pending(cpu) |= 1UL << (nr); } while (0)

static inline void tasklet schedule(struct tasklet struct *t)

{

void _ tasklet schedule(struct tasklet struct *t)

{

if (Itest_and_set_bit(TASKLET _STATE_SCHED, &t->st
__tasklet_schedule(t);

int cpu = smp_processor_id();
unsigned long flags;

local _irq_save(flags);

t->next = tasklet_vec[cpul].list;

tasklet vec[cpul.list = t;
cpu_raise_softirq(cpu, TASKLET _SOFTIRQ);
local irq_restore(flags);

hte))

37



ksoftirqd

do_softirg is invoked upon each return to non-interrupt
context

- Soft IRQ might raise itself

— Device IRQ might arrive at a higher rate than soft IRQ
completion rate

Not handling reraised soft irgs might result in high latency

Immediate handling might result in effectively blocking user
code execution

Dedicated kernel thread per CPU executes reraised soft
IRQs

— Low priority so user code gets executed

38



(

Festart:

do softirg

bsmlinkage void do softirq(void)

int max_restart = MAX SOFTIRQ RESTART;
~_u32 pending;

unsigned long flags;

if (in_interrupt())

return;

local irq save(flags);
pending = local softirq pending();

if (pending) {

struct softirg action *h;
local bh disable();

/* Reset the pending bitmask before enabling irqs */
local softirq pending() = 0;

local irq enable();

h = softirq vec;

do {
if (pending & 1)
h->action(h);
h++;
pending >>= 1;
} while (pending);

local irq disable();
pending = local softirq pending();
if (pending && --max_restart)
goto restart;

if (pending)

wakeup_softirqd();
__local bh enable();

}

local_irq_restore(flags);

39




ksoftirgd Implementation

static int ksoftirqd(void *  bind cpu)

{
int bind cpu = (int) (long)  bind cpu;
int cpu = cpu logical map(bind cpu);

daemonize();
current->nice = 19;
sigfillset(&current->blocked);

/* Migrate to the right CPU */
current->cpus_allowed = 1UL << cpu;
while (smp processor id() != cpu)
schedule();
sprintf(current->comm, "ksoftirgd CPU%d", bind cpu);

__set _current_state(TASK INTERRUPTIBLE);
mb();
ksoftirqd task(cpu) = current;

for (;;) {
if (!softirq pending(cpu))
schedule();

~_set current state(TASK RUNNING);

while (softirq pending(cpu)) {
do softirq();
if (current->need resched)
schedule();

}
__set current state(TASK INTERRUPTIBLE);

40




Tasklet summary

* Preferred meachanism for deferred activity
e Utilizes to softirg
* Limitations

— Must not block

— NO user space access
- Limited memory allocation (GPF_ATOMIC)
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Bottom halves

* Backward compatibility

- Sequential execution model

- Mindcraft study showed negativ impact of network handling bottom
half on networking

- Emulated in 2.4 with tasklets

- Removed In late 2.5
* Unsufficiencies

- Not dynamically allocatable (fixed number of 32)

* Cannot be used by dynamically loaded drivers
- No parallelism among independent BH

42



BH implementation

* Backward compatibility

— List of BH functions, each as a seperate tasklet

- mark_bh(int nr) to mark BH ready for execution
— Include/linux/interrupt.h (2.4.26)

extern struct tasklet_struct bh_task vec[];
static inline void mark_bh(int nr)

{

tasklet _hi_schedule(bh_task vec+nr);
}

43




Task queues

* First extension to bottom halves

* Mechanism to group functionality and execute at an
appropriate time

— Execution environment not specified
* Interrupt and non-interrupt execution possible
* Interface
- DECLARE TASK QUEUE
- run_t ask_queue

- queue_t ask

- schedul e _t ask (for t g_cont ext only)

44




Task queues (2)

Predefined task queues
- tqg_imred ate
* de facto bottom half semantics

— Special bottom half (BH_I| MveDI ATE) executes all
accumulated tasks

— Queueing must be followed by nar k_bh(BH_| MVEDI ATE)
- tq_tiner

- Executed on each timer tick
- tqg_disk

- tqg_schedul er

45




keventd

* Dedicated kernel thread for task queue execution

* Does not run in interrupt context

- Blocking is allowed

int schedule_task(struct tq_struct *task)
{
int ret;
need keventd( FUNCTION_);
ret = queue task(task, &tq context);
wake up(&context task wq);
return ret;
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Work queues
* Replaced task queues in 2.5.41

* Each work gqueue has its own kernel thread

- Work Is subject to regular scheduling
- Scales with number of instanciated work queues
- Can handle queues with different execution behavior

- Non-interrupt context, blocking and relaxed memory allocation are
possible

* More functionality
- Delayed execution

- Flushing

- Easy to create

—*_See alsownnet/Articles/23634
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Default workqueue
* Each cpu provides a freely usable work queue
— Successor to former keventd

vm-guest:~# uname -a; ps aux

Linux vm-guest 2.6.5 #6 Wed Apr 21 17:41:22 CEST 2004 i686 GNU/Linux
USER PID %CPU %MEM VSZ RSSTTY  STAT START TIME COMMAND
root 1 0.4 0.5 1524 5207 S 18:23 1:05init[2]

root 2 0000 0 07 SN 18:23 0:00 [ksoftirgd/0]

root 30000 O0 O02? S< 18:23 0:00 [events/0]
root 4 0000 O 072 S< 18:23 0:00 [kblockd/0]

root 50000 0 O0°? S 18:23 0:00 [pdflush]

root 6 0000 O O0°? S 18:23 0:02 [pdflush]

int schedule work(struct work struct *work);
int schedule delayed work(struct work struct *work, unsigned long delay);
void flush scheduled work(void);

-
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workqueue API

struct workqueue_struct *create_workqueue(const char *name);
DECLARE_WORK(name, void (*function)(void *), void *data);
INIT_WORK(struct work_struct *work,
void (*function)(void *), void *data);
PREPARE_WORK(struct work_struct *work,
void (*function)(void *), void *data);

int queue_work(struct workqueue_struct *queue,
struct work_struct *work);
int queue_delayed work(struct workqueue_struct *queue,
struct work_struct *work,
unsigned long delay);

int cancel _delayed_work(struct work_struct *work);
void flush_workqueue(struct workqueue_struct *queue);
void destroy workqueue(struct workqueue_struct *queue);
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Walit queues

* Rendevouz endpoint

— Location to walit

- Place where to find people for wakeup
* Base for higher level constructions

- Notifications

- Semaphores
* Concepts involved

- Scheduling

* Indicate willingness to release cpu
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Wait queues (2)

e \Wait for an event

— Process cannot proceed due to unsatisfied data dependencies

- Release cpu
* Wake up after event happened

- Often asynchronous
* timer
* irg handler, tasklet
— Make waiting process running again
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Wait queues (3)

DECLARE WAl TQUEUE
DECLARE WAI T_QUEUE HEAD
I nit_wailtqueue_entry

I nit_waltqueue_ head

sl eep_on
Interrupti ble sl eep_on
wake up

wake up interruptible
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sleep INtrinsics

#define SLEEP_ON_VAR
unsigned long flags;
wait_queue_t wait;
init_waitqueue_entry(&wait, current);

#define SLEEP_ON_HEAD
spin_lock_irgsave(&g->lock,flags);
__add_wait_gueue(q, &wait);
spin_unlock(&g->lock);

#define SLEEP_ON_TAIL
spin_lock_irq(&qg->lock);
__remove_wait_queue(q, &wait);
spin_unlock_irgrestore(&g->lock, flags);

void fastcall sleep_on(wait_queue_head_t *q)

{
SLEEP_ON_VAR

current->state = TASK_UNINTERRUPTIBLE;
SLEEP_ON_HEAD

schedule();
SLEEP_ON_TAIL
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The race

DECLARE_ WAl T_QUEUE_HEAD( q) ;

I f (!condition)
{
[* 1 f preenpted here */
/* wakeups m ght get |ost */
sl eep_on(&q);
}

wakeup_al |l (&q) ;
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Doing it properly

DECLARE_WAIT_QUEUE_HEAD(queue);
DECLARE_WAITQUEUE(wait, current);
for (;) {
add_wait_queue(&queue, &wait);
set_current_state(TASK_INTERRUPTIBLE);
if (condition)
break;
schedule();
remove_wait_queue(&gueue, &wait);
if (signal_pending(current))
return -ERESTARTSYS;

}
set_current_state(TASK_RUNNING);
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The Candidates

* wait_event
— Simple model

* prepare_to wait, finish_walit
- Provides finer control over the various steps
— Iwn.net/Archives/22913

* completions

- Include counters
- lwn.net/Archives/23993
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wait _event

#define wait event(wq, condition)
do {
wait queue t wait;
init waitqueue entry(& wait, current);

add wait queue(&wq, & wait);
for (;;) {
set current state(TASK UNINTERRUPTIBLE);
if (condition)
break;
schedule();
}
current->state = TASK RUNNING;
remove wait queue(&wq, & wait);
} while (0)

P A A AP A A A A e

#define wait event(wq, condition)
do {
if (condition)
break;
~_wait event(wq, condition);
} while (0)

P

DECLARE_WAIT_QUEUE_HEAD(queue);

wait_event(queue, condition);

int wait_event_interruptible (queue, condition);

int wait_event_interruptible_timeout(queue, condition, timeout);
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prepare to wait

void fastcall prepare to wait(wait queue head t *q, void fastcall finish wait(wait queue head t *q,
wait queue t *wait, int state) B wait queue t *wait)
{ { - -
unsigned long flags; unsigned long flags;
wait->flags &= ~WQ_ FLAG_EXCLUSIVE; set current state(TASK RUNNING);
spin lock irqgsave(&q->lock, flags); /x B a
if (list_empty(&wait->task list)) * We can check for list emptiness outside the lock
~_add wait queue(q, wait); * TFF:
set_current_state(state); * - we use the "careful" check that verifies both
spin_unlock_irgrestore(&q->lock, flags); * the next and prev pointers, so that there cannoj
} * be any half-pending updates in progress on othey
* CPU's that we haven't seen yet (and that might
* still change the stack area.
* and
* - all other users take the lock (ie we can only
* have one_other CPU that looks at or modifies
* the list).
*/
if (!list _empty careful(&wait->task list)) {
spin lock irqgsave(&q->lock, flags);
list del init(&wait->task list);
spin_unlock irqrestore(&q->lock, flags);
}
}
DECLARE_WAIT QUEUE_HEAD (queue);
DEFINE WAIT(wait);
while (! condition) {
prepare_to wait(&queue, &wait, TASK INTERRUPTIBLE);
if (! condition)
schedule();
finish wait(&queue, &wait)
- } J
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Completions

[* static declaration */
DECLARE_COMPLETION(my_comp);

[* dynamic delcaration */
struct completion my_comp;
Init_completion(&my_comp);

/* obvious meaning, resistent against lost wakeups*/
void wait_for_completion(struct completion *comp);

void complete(struct completion *comp);
void complete_all(struct completion *comp);
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Completions (2)

DECLARE COMPLETI ON
wait for_conpletion
conpl ete

conpl ete_all
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